
CCNP ENCOR Syllabus Overview
The ccnp encore syllabus represens he oundaon o he CCNP Enerprise
rack. I validaes a broad range o skills required in real-world enerprise
environmens, including archiecure, inrasrucure, securiy, auomaon, and
nework assurance.

1. Enerprise Nework Archiecure

This secon o he ccnp encor syllabus covers he design principles and models
used in modern enerprise neworks. Candidaes are expeced o undersand:

• Enerprise nework design conceps

• Campus, WAN, and daa cener archiecures

• Sofware-dened neworking conceps

• Cloud inegraon models

These Cisco CCNP exam opics ensure candidaes can design scalable and
resilien enerprise neworks.

2. Enerprise Nework Infrasrucure

A major poron o he ccnp encor syllabus ocuses on inrasrucure
echnologies. Topics include:

• Layer 2 and Layer 3 swiching conceps

• Roung proocols such as OSPF, EIGRP, and BGP

• Wireless nework undamenals

• QoS conceps and implemenaon

• IP services and addressing

Masering his secon builds a srong echnical oundaon aligned wih
enerprise neworking roles.

3. Nework Virualizaton and Services

Modern enerprise neworks rely heavily on virualizaon. This secon o
he ccnp encore syllabus covers:

• Virual LANs and virual roung



• Nework services inegraon

• Overlay and underlay conceps

• Device virualizaon and segmenaon

These opics are crical or proessionals working in complex, scalable
environmens.

4. Enerprise Nework Securiy

Securiy is deeply inegraed ino he ccnp encore syllabus. Candidaes learn:

• Device hardening echniques

• Access conrol conceps

• Securiy policies and enorcemen

• Secure nework design principles

This secon ensures candidaes undersand securiy undamenals across
enerprise inrasrucure.

5. Nework Auomaton and Programmabiliy

Auomaon is a core componen o he ccnp encore syllabus. Topics include:

• Nework programmabiliy conceps

• APIs and conroller-based archiecures

• Auomaon ools and workows

• Model-driven programmabiliy

These Cisco CCNP exam opics prepare candidaes or modern, sofware-driven
neworking roles.

CCNP ENARSI Topics Explained

While ENCOR provides he oundaon, ENARSI validaes advanced roung
skills. Undersanding ccnp enarsi opics is essenal or proessionals ocusing
on enerprise roung and roubleshoong.

1. Advanced Routng Technologies

The ccnp Benares opics include in-deph coverage o advanced roung
proocols such as:



• Advanced OSPF conceps

• Enhanced EIGRP operaons

• BGP roung policies and opmizaon

• Roue redisribuon and pah conrol

These skills are crical or managing large-scale enerprise neworks.

2. Advanced IP Services

ENARSI goes deeper ino enerprise services, including:

• DHCP, DNS, and NAT implemenaons

• Nework me and synchronizaon services

• Firs-hop redundancy proocols

• Mulcas roung conceps

These Cisco CCNP exam opics es your abiliy o deploy and roubleshoo
core enerprise services.

3. VPN and Secure Connectviy

A key par o ccnp enarsi opics ocuses on secure WAN connecviy:

• Sie-o-sie VPN conceps

• Remoe access soluons

• Tunnel echnologies

• Secure roung inegraons

This knowledge is essenal or geographically disribued enerprise neworks.

4. Infrasrucure Securiy and Services

ENARSI also ess advanced inrasrucure securiy conceps, such as:

• Conrol plane securiy

• Daa plane proecon

• Secure roung proocols

• Nework segmenaon sraegies

These skills complemen he ccnp encor syllabus securiy undamenals.



5. Advanced Troubleshootng Techniques

Troubleshoong is a dening elemen o ccnp enarsi opics. Candidaes mus
demonsrae he abiliy o:

• Diagnose complex roung issues

• Troubleshoo enerprise services

• Analyze rac ow and ailures

• Resolve real-world enerprise incidens

Wha ENCOR and ENARSI Cover and How o Prepare

Undersanding wha ENCOR and ENARSI cover and how o prepare is key o
passing boh exams ecienly.

ENCOR covers breadh — archiecure, inrasrucure, securiy, and
auomaon. ENARSI covers deph — advanced roung and roubleshoong.
Togeher, hey orm a complee ccnp syllabus overview ha aligns closely wih
enerprise neworking job roles.

Preparaton Sraegy

• Sar wih he ccnp encor syllabus o build a srong oundaon

• Move o ccnp enarsi opics once core conceps are clear

• Focus on hands-on labs and real-world scenarios

• Pracce roubleshoong-based hinking

• Review all Cisco CCNP exam opics horoughly

A srucured approach ensures success across boh exams.

CCNP 300-401 ENARSI Course Modules

• Module 1: Layer 3 Technologies

• 1.1 Troubleshoo adminisrave disance (all roung proocols)



• 1.2 Troubleshoo roue map or any roung proocol (atribues, agging,
lering)

• 1.3 Troubleshoo loop prevenon mechanisms (lering, agging, spli
horizon, roue poisoning)

• 1.4 Troubleshoo redisribuon beween any roung proocols or roung
sources

• 1.5 Troubleshoomanual and auo-summarizaon wih any roung
proocol

• 1.6 Congure and veriy policy-based roung

• 1.7 Congure and veriy VRF-Lie

• 1.8 Describe Bidireconal Forwarding Deecon

• 1.9 Troubleshoo EIGRP (classic and named mode; VRF and global)

• 1.9.a Address amilies (IPv4, IPv6)

• 1.9.b Neighbor relaonship and auhencaon

• 1.9.c Loop-ree pah selecons (RD, FD, FC, successor, easible successor,
suck in acve)

• 1.9.d Subs

• 1.9.e Load balancing (equal and unequal cos)

• 1.9.Merics

• 1.10.a Address amilies (IPv4, IPv6)

• 1.10.b Neighbor relaonship and auhencaon

• 1.10.c Nework ypes, area ypes, and rouer ypes

• 1.10.c.i Poin-o-poin, mulpoin, broadcas, nonbroadcas

• 1.10.c.ii Area ype: backbone, normal, ransi, sub, NSSA, oally sub

• 1.10.c.iii Inernal rouer, backbone rouer, ABR, ASBR

• 1.10.c.iv Virual link

• 1.10.d Pah preerence

• 1.11 Troubleshoo BGP (Inernal and Exernal, unicas, and VRF-Lie)



• 1.11.a Address amilies (IPv4, IPv6)

• 1.11.b Neighbor relaonship and auhencaon (nex-hop, mulhop, 4-
bye AS, privae AS, roue reresh, synchronizaon, operaon, peer
group, saes and mers)

• 1.11.c Pah preerence (atribues and bes pah)

• 1.11.d Roue reecor (excluding mulple roue reecors,
conederaons, dynamic peer)

• 1.11.e Policies (inbound/oubound lering, pah manipulaon)

• Module 2: VPN Technologies

• 2.1 Describe MPLS operaons (LSR, LDP, label swiching, LSP)

• 2.2 Describe MPLS Layer 3 VPN

• 2.3 Congure and veriy DMVPN (single hub)

• 2.3.a GRE/mGRE

• 2.3.b NHRP

• 2.3.c IPsec

• 2.3.d Dynamic neighbor

• 2.3.e Spoke-o-spoke

• Module 3: Infrasrucure Securiy

• 3.1 Troubleshoo device securiy using IOS AAA (TACACS+, RADIUS, local
daabase)

• 3.2 Troubleshoo rouer securiy eaures

• 3.2.a IPv4 access conrol liss (sandard, exended, me-based)

• 3.2.b IPv6 rac ler

• 3.2.c Unicas reverse pah orwarding (uRPF)

• 3.3 Troubleshoo conrol plane policing (CoPP) (Telne, SSH, HTTP(S),
SNMP, EIGRP, OSPF, BGP)

• 3.4 Describe IPv6 Firs Hop securiy eaures (RA guard, DHCP guard,
binding able, ND inspecon/snooping, source guard)



• Module 4: Infrasrucure Services

• 4.1 Troubleshoo device managemen

• 4.1.a Console and VTY

• 4.1.b Telne, HTTP, HTTPS, SSH, SCP

• 4.1.c (T)FTP

• 4.2 Troubleshoo SNMP (v2c, v3)

• 4.3 Troubleshoo nework problems using logging (local, syslog, debugs,
condional debugs, mesamps)

• 4.4 Troubleshoo IPv4 and IPv6 DHCP (DHCP clien, IOS DHCP server,
DHCP relay, DHCP opons)

• 4.5 Troubleshoo nework perormance issues using IP SLA (jiter,
racking objecs, delay, connecviy)

• 4.6 Troubleshoo NeFlow (v5, v9, exible NeFlow)

• 4.7 Troubleshoo nework problems using Cisco DNA Cener assurance
(connecviy, monioring, device healh, nework healh).


